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INTRODUCTION 
It often seems as if the pace of change and proliferation of data due to technology in the past five 

years has outpaced the pace in the previous fifty, and it is no different within the realm of higher 

education.  Not only is the variety and breadth of data growing, but so are the number of educational 

environments that are in play.  With growing access to data and increased computing infrastructures, 

universities that have existed for centuries now have new ways of interacting with and supporting their 

students on campus.  Traditional universities also have further reach to new students with online 

programs, and with those new students on new platforms comes new data.  For-profit institutions such 

as the University of Phoenix or Kaplan University are also capitalizing on the additional reach available in 

online platforms, but face slightly different issues than their not-for-profit counterparts.  Most recently, 

the growth of the Massive Open Online Course, or MOOC, has brought a whole new dimension to online 

higher education from many perspectives, including the vastness of new data collected but also in how 

existing educational policies and frameworks apply to this new platform.  Each education paradigm - brick 

and mortar institutions, online programs offered by traditional universities with the support of 3rd parties, 

online programs offered by for-profit institutions, and MOOCs - is affected by changes in technological 

capabilities and availability of data.  Given the differences in each platform and in the use and collection 

of student data, what implications exist relating to legal, ethical, privacy, and moral obligations? 

Existing ethical frameworks outlined in publications such as Belmont Report and the Fair 

Information Practice Principles have definite implications across each educational platform.  Additionally, 

Department of Education regulation, mainly through Family Educational Rights and Privacy Act (FERPA) 

also has significant importance in the realm of higher education and the approach to privacy.    

The Belmont Report was initially focused on research and the rights of subjects, but the concepts 

of Respect for Persons, Beneficence, Justice have clear parallels to the rights of students in their 

relationship with their provider of education.  These concepts are also significant to the growing field of 

learning analytics and in the use of the growing pool of data for research on education.  In particular, the 

Asilomar Convention for Learning Research in Higher Education builds on the rights described in the in the 

Belmont report and adds the concepts of openness, keeping the humanity of learning, continuous 

consideration (Stevens, 2014) 

The Fair Information Practice Principles and the key themes of Choice and Consent; Access and 

Participation; Integrity and Security; and Enforcement and Redress can be seen as the foundations of the 

educational specific policies defined in FERPA.  FERPA applies to students enrolled in institutions that 
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receive federal funding, which many non-profit and for-profit universities do receive.  In summary, FERPA 

outlines the rights of students (and parents for students under 18) to access and correct the data related 

to their academic records and to what extent data may be disclosed.  In most platforms across the 

spectrum of education, schools are legally required to adhere to FERPA.  Some platforms - MOOCs 

primarily - are not required legally to provide such protection, but whether there is an ethical obligation 

for them to do so is still in question.  

In this paper, we will review the various educational platforms, existing and emerging, and the 

various ethical challenges each may face when developing a strategy on novel uses for the growing data 

that is now available to them.  We look in depth at the privacy policies that are in place for a student in 

each program and how the stated use and collection of data fit into ethical frameworks and legal policies 

currently in place.  

DATA ANALYTICS IN TRADITIONAL “BRICK AND MORTAR” HIGHER EDUCATION INSTITUTIONS 
While new “virtual” models have emerged, presently the majority of students engaging in post-

secondary education do so at two year and four year degree granting institutions that have physical 

facilities for students and faculty to utilize and congregate in (DOE, 2011).  These institutions have engaged 

in a variety of new initiatives to introduce technology and data analytics into their educational foundation 

and are doing so in growing numbers (Bischel, 2012). Much has been written about the improvement in 

competitiveness and profitability for for-profit companies in employing analytics (Davenport, 2010), but 

more recently, some have argued that the education space could be similarly transformed through use of 

new analytical and data driven decision making (Christensen, 2008).    Indeed, in one recent study on the 

importance of incorporating analytics into curriculums and education delivery, 86% of focus group 

respondents indicated that analytics will be more important for higher education’s success in the future 

(Bischel, 2012).   

There are a variety of ways in which new technologies and analytics programs have been 

introduced to improve the quality of education delivered by these more traditional higher education 

institutions.  The “Course Signals” program at Purdue (Willis, 2013) provides students with a 

Red/Yellow/Green Light indicator for their predicted success in a course based on data collected regarding 

factors that Purdue has determined to be predictive of student success.  The algorithm developed for 

Course Signals acquires data from academic and student information systems and uses measures of 

student performance, effort, and characteristics to generate a risk factor for each individual student.  

Another example of an innovative use of data in education is Paul Smiths College (Bischel, 2012).  The 

http://www.amazon.com/s/ref=dp_byline_sr_book_1?ie=UTF8&field-author=Clayton+Christensen&search-alias=books&text=Clayton+Christensen&sort=relevancerank
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school implemented the Starfish Enterprise Success Platform as part of a Comprehensive Student Support 

program.  The platform consolidates data from different sources, identifies at-risk students using 

predictive modeling, and automates communications with students and faculty.   

While new uses of data within brick and mortar institutions provide a number of demonstrated 

and potential benefits, there are new concerns that are associated with this movement. Institutions have 

recognized that new risks are created through novel data usage.  In one survey of technology and 

academic personnel, “misuse of data” was second only to “affordability” in the list of the greatest 

concerns with introducing more analytics into the educational process (Bischel, 2012).  Some of the 

potential issues created by the use of analytical tools include:  legal and compliance risk including FERPA 

and PRPA, unintended and/or inappropriate use of data by internal or 3rd parties, and “determinism” (the 

risk of pre determining success or failure for students and potentially  limiting choice based on predicted 

performance) (EDUCAUSE, 2014). 

Another potential issue can be observed through an examination of privacy policies from several 

institutions that reveals that there is a class of data that is not generally considered by most policies.  

Privacy policies address FERPA requirements, describing procedures for when data is collected and what 

rights students have to access and amend their data.  The kinds of data described in those policies 

generally falls into the following categories: admissions data, financial data, academic data, and 

employment data.  In particular, academic data is described as transcripts of grades and performance 

evaluations (Univ. of Va/Univ of NC, 2007/2014).  When students take a test or turn in an assignment, 

there is a reasonable understanding that they are being evaluated on that data.  However, as technologies 

increasingly enable faculty and staff to evaluate not only official assessments, but also study habits and 

school resource access events, students’ behaviors beyond formal assessments begin to shape their 

academic experience. In addition, part of the learning process includes learning how to deal with failure 

through grit and perseverance, and in a world where an institution preempts failure by intervening 

through early-alert systems, questions arise about whether these interventions may improve 

performance on concrete measures like graduation rates while at the same time denying students 

opportunities to grow on less directly measurable dimensions (Willis, 2014).    

As brick and mortar institutions continue to develop and implement new technologies to deliver 

their educational product, the question of who owns student data becomes increasingly salient.  Jones, 

Thomson, and Arnold argue that the answer to that question is context-dependent (Jones, 2014) and that 

valid arguments could be made that students have the right to control their own data, while equally valid 
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arguments could be made that institutions have a right to control data generated by students as they 

move through their system.  The authors imply that ownership boundaries are drawn around expected 

use.  Let us examine a simplified version of the example described by Jones/Thomas/Arnold; take a 

student who often walks from one physical facility to another and whose keycard access events are 

tracked.  While in each facility, the student utilizes different campus technology resources and those logon 

events are recorded.  The institution could take the frequency and order of use of these facilities, tied to 

the student’s academic performance and then aggregate that data together with other students to derive 

insight into how valuable the facilities are and what kind of changes could be made to those facilities.   

Likewise, the student might benefit by knowing how often and how long she has used different facilities 

on campus if she is trying to adhere to a study schedule or has questions about where to spend limited 

time to maximize academic return.  If a student contributes data to the system, the student has an 

expectation for how it will be used.  Students have an expectation that the institution that stores and 

creates the insights derived from that data do so only up to the point that it continues to fall within a 

mutually understood use.  If the institution were to combine the data described above with other 

datasets, say that predict how likely that student might be to become overworked, stressed, and 

depressed to the point of needing medication, that use likely falls out of the expectation that a student 

would have for the use of her data.  A litmus test would be for the institution to ask the question “If the 

subject had complete transparency into how we as an institution are using this data, would the subject 

reconsider engaging in the activities that generate that data?” 

Another phenomenon that is changing the way that traditional brick and mortar schools store and 

use data is the movement towards cloud-based services.  When schools maintain physical data centers on 

their own campuses or in facilities operated by school IT professionals, the schools themselves maintain 

control over what data goes in and out and what that data is used for.  Cloud-based services create two 

new considerations for schools about data privacy.  First, services like Google apps provide “free” mail 

and data storage services and rather than spend 10s or 100s of thousands of dollars maintaining their own 

infrastructures, schools can take advantage of the Google platform at much lower costs (Rotenberg, 

2013).  However, the tradeoff is that Google can then use the data generated by the use of those services 

to market products to students or serve other purposes, not all of which might directly benefit that 

students using the service.  Second, in cloud-based services, questions can arise regarding which entity 

actually owns the data that is stored in those services and what that data can be used for.  There are a 

large number of cloud based learning management systems such as Blackboard and hosted Moodle 

implementations and each of these systems has different terms of use for data that is stored on the 
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platform.  Research has indicated that in K-12 public schools systems, cloud based services are poorly 

understood and weakly governed (Reidenberg, 2013) and higher education institutions run the same risk 

of losing control of student data as the use of 3rd party tools expands.   

 

DATA ANALYTICS IN NEW PARTNERSHIPS BETWEEN HIGHER EDUCATION PROVIDERS AND ONLINE 

EDUCATION ENABLEMENT COMPANIES (2U) 
 The term “online education” can refer to a wide spectrum of delivery models for undergraduate 

and graduate education.  One such model is that used by online degree facilitation company 2U.  2U 

provides a “cloud-based software-as-a-service platform...with the comprehensive operating 

infrastructure [schools] need to attract, enroll, educate, support and graduate students globally” (2U, 

2013).  2U provides the software system and high-touch support “backend” to help facilitate graduate 

schools that want to provide degrees delivered through a distance learning platform.   Founded in 2008, 

2U provides a platform for higher education institutions to begin to decouple the academic experience 

from the physical presence of a student on campus.  With 16 partner programs up and running, 2U has 

established itself as a company on the forefront of the movement to bring the higher education 

experience online.   

 However, this new education delivery model is not without complicating factors with regard to 

privacy and data usage.  To begin, the data use and privacy policies for a program facilitated by 2U can be 

complex. There are at least four separate privacy policies that are relevant for students enrolled in the 

graduate program that 2U facilitates at the University of California Berkeley: that of UC Berkeley website 

as a whole, a policy governing disclosure of information from student records through the Berkeley 

registrar, a policy covering the program application process facilitated through 2U, and a policy for use of 

the learning management system once enrolled in the program.    When a school like Berkeley partners 

with a 3rd party technology company to provide distance learning services, the school no longer directly 

controls the data for interactions and content generated by its students.   

In a circumstance like the one with 2U, the school needs to ensure that the policies of 2U are in 

line with the school’s policies and that those policies are well defined and transparent to the students.  

2U’s core competence is in learning facilitation through technology and as such and the company has a 

strong incentive to use data in creative ways to improve the learning experience such that they can 

approach new partners with novel educational approaches and insight.  In the course of developing those 

new approaches though, the incentives have the potential for 2U to push the boundaries of what a school 
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like Berkeley would deem acceptable.  For example, 2U could decide that if they had better insights, they 

might be able to attract new partners and in an effort to generate those insights, they could decide that 

mining student application data for those students that did not enroll by connecting that data to LinkedIn 

might shed light on what alternative training students chose a year hence.  Or they could decide that the 

times and locations where current students log into the LMS might be mined for insights for schools to 

recommend when and where students go to study.  Both of these uses of data are allowed under the 

privacy policies that govern the use of data collected as part of the Berkeley graduate program, but neither 

is probably a practice that a student might envision data they generate to be used for.   

ANALYTICS IN FOR-PROFIT UNIVERSITIES WITH ONLINE DEGREES 
There are multiple for-profit educational institutions that offer online degree programs, typically 

aimed at non-traditional students.  Some schools include University of Phoenix, Kaplan University, DeVry 

University, among others.  These programs offered by these institutions are officially accredited under 

regional Higher Learning Commission agencies, and therefore fall under the same regulations as a brick & 

mortar schools, or online programs offered by not-for-profit schools.  These programs have been under 

much scrutiny for their practices related to recruitment, financial aid, and other issues prior to enrollment, 

but the focus of this discussion will be on the ethical considerations of using data while students are 

enrolled.  

Since for-profit schools receive federal funding the same way that not-for-profit schools do, 

students enrolled in these institutions fall under the protections of FERPA.  However, since the majority 

of these students complete their degrees online (Kaplan, 2013; Apollo Group, 2013), should additional 

safeguards be implemented for this environment?  It is not disclosed publicly what additional data is 

collected on students during their experience, but data privacy considerations are similar to those that 

are recommended for relationships between a university and a 3rd party provider (ex. Berkeley and 2U as 

discussed previously), but without 3rd party involvement.   

In degree program that is mainly online and asynchronous, there is additional opportunity to use 

the online data as part of a student's academic record.  For example, part of a student’s grade is his or her 

participation in class, which is no different than many courses in a brick and mortar institution.  But the 

manner in which the data on attendance are collected differs significantly.  In physical class, attendance 

could be taken visually, or in larger classes maybe with in class quizzes with clicker systems or other 

electronic measures.  But with online programs, it is likely the log of the students’ data and interaction 
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with their platform that produces the participation grade. This suggests that data generated online should 

fall under the same protections as traditional academic records. Currently that designation is unclear.     

For-profit schools do differ significantly from brick and mortar schools as they do not have to 

invest in on-campus services.  This difference does cause some concern for federal regulators, as revenues 

(70%+ of which are from federal funds (Kaplan, 2013)) are typically reinvested in recruiting and marketing 

rather than student services (US Senate, 2010).  Because of this for profit schools stand to benefit from 

investing in data analytics to support their students (and also to improve their public image).  In comparing 

SEC filings from the Apollo Group (holding company of the University of Phoenix) from 2011 to 2013, the 

strategy of business has started to shift.  In 2011, the primary goal was to "maximize the value of the 

University of Phoenix business".  Compare that statement to 2013, where Apollo sought to "achieve 

improvements in completion and career outcomes" as well as grow organically.    

Data science could help these organizations better support students in a manner more aligned to 

their nonprofit counterparts.  At a presentation from the Open Analytics Summit in Chicago, the Director 

of Innovation and Machine Learning of Kaplan Higher Education showed how data science was used to 

map online job postings to build a skill based model to help direct students to take classes that would best 

increase their marketability in employment (Emmons, 2014).   But in growing their analytic capabilities 

for-profit schools will need to be careful to maintain fairness.  Students of a typical online-for profit 

institution have a higher skew toward protected groups than compared to the total US (Apollo Group, 

2013; Humes, 2013).   Particularly as for-profit institutions begin to use data science techniques to better 

support students throughout their degree program and with job placement, these institutions must be 

careful not to inadvertently bias their recommendations or decisions in a way that would be unfair to 

certain groups, particularly since protected groups are overly represented.   

For-profit institutions fall under many of the same regulations as non-profit schools (both online 

and on-campus programs).  However a significant difference is that the majority of their students take 

classes entirely or partially online. Due to this difference, it is likely that data logged during the online 

experience may be considered part of the student’s academic record.  This significant difference might 

require for-profit institutions to be more explicit in how this data is used or also for federal agencies to 

better define how online data can contribute to student records.  

ANALYTICS IN MASSIVE OPEN COURSES (MOOCS) 
Massive Online Open Courses – or MOOCs- are the newest trend in higher education.  Through 

MOOCs, anyone can be a student, taking courses provided by world class universities from around the 
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world.  Often, the courses taken are completely free, and typically do not offer any credit to students 

taking the course, although there are growing opportunities to allow students to pay to receive 

authenticated certificates or greater attention from instructors.  The key players – Coursera, edX, and 

Udacity –each have slightly different business models with different learning experiences, but have the 

common goal of providing coursework from leading universities to anyone with internet access.     

Coursera is the largest MOOC provider both in terms of students and number of courses it offers 

and university partners and is a for-profit company.  Udacity is also a for-profit institution, but in contrast 

to Coursera, it typically partners with lecturers from in industry and occasionally individual professors to 

develop and teach courses, rather than partner with whole universities.   edX is the primary non-profit 

player in the space and also is focused on slower expansion and a smaller number of university partners.  

edX is also making all of their platform open-source, allowing any institution to create their own online 

course (Marques, 2013).  

With each platform having a slightly different mission toward MOOC education, their approach 

to privacy also differs. As MOOCs are offered 100% online, there is ample opportunity for data collection 

and analytics. Potential use for this data ranging from simply monitoring a student’s progress and 

interaction with the course, to optimizing content and structure, or even to gain a deeper understanding 

of learning cognition.  However, where MOOCs fall on the spectrum of education and their relationship 

to privacy and oversight is currently quite undefined.  Like most other websites, educational and 

otherwise, all of these platforms disclose the collection of basic non-PII web analytics related to 

interaction with and visitation to the site.  This includes, but is not limited to, the logging user’s path 

through the site, IP address, operating system and browser information, and the use of cookies.  Udacity 

is the only platform that explicitly mentions Do Not Track – against which no additional action or 

monitoring is taken.  PII is only provided by a user once he or she registers on the site or enrolls in a course, 

and by doing so the user provides consent (Coursera, 2014; Udacity, 2014; edX, 2014).   

In the terms of service, most platforms clearly outline that students enrolled in the course are not 

students of the institution or officially affiliated with the universities in any other way.  Therefore, among 

other things, students are not protected under FERPA or other federal student data protections or 

policies.  A recent article in the Chronicle of Higher Education notes that the US Department of Education’s 

power to protect the privacy of students taking MOOCs is virtually non-existent (Kolowich, 2014).  But as 

Professor Stevens notes in the Governance Roundtable of the big data panel held at Berkeley in April 2014, 

the ownership of the data often belongs both to the MOOC provider but also the university partner who 
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teaches the course.  Do the universities have an obligation to treat student data from MOOCs with the 

same protection as they do from their regularly enrolled students?    

Many university partners do in fact treat the data with the same degree of protection as they 

would a fully enrolled student.  Even some platforms, edX in particular, treats student data as if it were 

under FERPA regulations (Kolowich, 2014).   This approach might be attributed to their non-profit status, 

open source agenda, or a research-oriented attitude.   In Stanford’s approach to the use of data from their 

MOOC courses, they require an application process that includes completion of IRB training (Stanford, 

n.d.).    

But in the other platforms, the stance around privacy as it relates to FERPA is not as firm.  In the 

case of Udacity, many of the partners providing content are from industry and not academic institutions, 

meaning that data shared with these partners lies completely outside any policy that may limit use of data 

in the academic realm.  It is feasible that once this data is shared with the industry partners of Udacity, 

those partners could then use the data for their own purposes.  Uses could potentially include recruiting 

students for jobs or even for targeted marketing without regulation.    

Despite falling outside of FERPA, each platform does provide means for students to access and 

validate their own data, as outlined in the Fair Information Practices, a requirement of FERPA.  Some 

(Coursera, Udacity) call this out explicitly in their Privacy Policies while edX only alludes to it.  Importantly, 

in the case of Coursera and Udacity, the companies are not obligated to delete any user data and this is 

specifically called out in their privacy policies.  In Coursera's privacy policy, they say "residual data" may 

remain on their databases and systems, which causes some cause for concern (Coursera, 2014).  MOOCs 

have multiple revenue streams for it to remain profitable, but also typically share revenues with university 

partners.  In one report, a few of the monetization strategies of Coursera were enumerated (Rutenbar, 

2012), but included profits from sharing data with LinkedIn (with permission, although it is unclear 

whether this is a separate consent or included in the initial privacy policy agreement).  As a private 

company, there isn't anything preventing Coursera from disclosing data to 3rd parties for marketing 

purposes or even selling student data to other companies.  The lack of financial transparency and federal 

oversight makes the use of student data for profit could be an option should they ever encounter financial 

troubles.    

The use of student data for research is also a common theme amongst the MOOC platforms, and 

it is disclosed as such in their privacy statements. Possible areas of research include the tracking of 
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students’ mouse and typing patterns as they work through the course or analyzing other user generated 

content.  It is also possible to present students with different versions of course material to understand 

which presentation may work best.  As it relates to the principles of the Belmont report – respect for 

persons, beneficence, and justice – how research stemming from the MOOC platform is still undefined.  

Is there an obligation of the MOOCs to provide further notice to students of research or experimentation 

done within their platform?  Is there a difference if research is done in-house or shared with universities?  

There should likely be different approaches to research on the MOOC platform depending on whether it 

is an “active” experiment or “passive” analysis.  As mentioned, the platforms all provide some notice to 

students through their privacy policies that research may take place from the data produced during their 

participation in a course, but currently most MOOCs do not delineate between the two in their policies.    

Passive research would consist of analyzing data collected from students during the time frame 

of the course.  With this data, the student has already consented to its collection and use during their 

registration for the course.  The MOOC platforms do not disclosed what data is collected, but at this time 

in the short history of MOOCs the disclosure of this data to the users is probably unnecessary.  Due to the 

very nature of MOOCs, the number of data points is probably in the thousands or even hundreds of 

thousands.  While it is not guaranteed, the large sample size probably helps in maintaining anonymity of 

users, particularly when research results are published in an aggregated form.       

Active research or experimentation could require additional consent, particularly when it alters a 

student’s experience significantly or in the cases when they are paying for certain credentials following 

the course.  Only edX specifically calls out in their policy that experimentation resulting in alternate views 

of course material may occur (edX, 2014).  However, edX in particular has stated in their public mission 

that research for the purposes of understanding learning cognition is an important part of their 

organizational goals.  Thinking back to the principle of beneficence from the Belmont Report, assessment 

of the impact of experimentation must still be taken seriously even in manipulating an online 

environment.  Harm to the students is likely to be negligible, except in cases where less than optimal 

material was presented during the course of the experiment and the student did not learn the material 

as well.  The only harm in this case is that of wasted time.     

As MOOCs are not academic institutions, they typically do not have IRBs or other process 

requirements to prevent misuse.  An interesting exception is from courses offered by Stanford (through 

edX) do require IRB training prior to research on any data (Stanford, n.d.).  But if the primary researcher 

was the institution offering the course, rather than the MOOC provider themselves, an IRB review would 
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likely be necessary prior to proceeding with the experiment.  But if the same experiment was created by 

researchers in the MOOC platform alone, no review would be required.  This double standard suggests 

that a Consumer Subject Review Board suggested by Calo may be a valid model in the realm of online 

education provided by MOOCs.   The interplay between corporations and academia with large quantities 

of data at play draws parallels to the approach in Facebook contagion study (Kramer et. al., 2014)).   

Researchers from both MOOCs and academic partners, either working separately or as a team, should 

look to the repercussions of this study as they design experiments within MOOCs, particularly when 

experiments alter the learning environment.   

The concept of data ownership as presented by Jones, Thomson and Arnold was reviewed in the 

context of brick & mortar institutions and the role of the student and the institution (2014).  In the case 

of MOOCs, the additional role of the company supporting the platform also must be considered and true 

ownership is even more unclear.  Despite data being private and personally identifiable, students agree 

to its collection as they register for the site.  Granted some of the exact data collected is vague (likely 

purposefully), but since agreeing to the terms of service and privacy policies of the MOOC platform entails 

that students have essentially waived their right to this data.  The institutions that create the content for 

the course may use the data to inform their own research on student behavior and learning.  The Jones 

paper suggests that in the brick & mortar institution, data is used for institutional accountability provides 

right to data ownership.  In a MOOC setting, the university partner has no true accountability to student 

success.  However, if the university conducts research, either actively or passively, the data and results 

uncovered should give the university partner some ownership (and accountability) to this data.  This 

leaves the MOOC platform itself.  They provide the means and technology to present the content, they 

provide the methods of data collection, and users ultimately are registering as students of the platform 

not the university.  Furthermore, the lack of current regulation and definition around student data in these 

new environments lead to the conclusion that MOOC platforms hold ownership and accountability for the 

stewardship of student data, although in some instances the data is essentially licensed to the university 

partners.  Until this emerging area of education is more mature, students, university partners and federal 

agencies should be wary to make sure student data collected on MOOCs is used and protected 

appropriately.   
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RECOMMENDATIONS/CONCLUSION  
 With the influx of data and technology, the environment of education is evolving educational 

institutions, government agencies and students. Each must adapt and take on the added responsibility 

that may come from decisions made regarding educational data.  As such, we have developed the 

following guidelines and recommendations.   

EDUCATIONAL INSTITUTIONS:    

 First, in the process of moving to online platforms and implementing 3rd party tools to store and 

manage student data, institutions of higher learning need to be vigilant about ensuring that the 

contracts and terms of use do not erode students control and access to their data.   

 Second, when new sources of academic data are anonymized and made public for research or 

other purposes, schools must use extreme caution to ensure that students’ privacy is maintained.  

Before data is released, it behooves institutions to consult with data analysis and legal 

professionals to ensure that private data is not inadvertently exposed.   

 Third, schools need to have explicit policies for how new types of student interaction and 

engagement data is used.  While the traditional academic assessment data is commonly protected 

by existing privacy policies in addition to federal and state legislation, new sets of data that both 

describe how a student learns and feed new systems for student academic intervention could be 

used as a proxy for their aptitude and are not always explicitly addressed in privacy policies.  By 

omitting these types of data from a policy, institutions run the risk that this data is misused or 

released to potential employers or the public, infringing on students’ individual autonomy.  

 Fourth, in implementing new algorithms and technology platforms, education organizations run 

the risk of violating the “justice” principle of the Asilomar Convention principles.  Without proper 

attention and careful design, it is easy for these algorithms to simply reinforce and perpetuate 

existing inequalities in society rather than dismantle them.   

 Fifth, there is a tendency when technology solutions are implemented, for users of those systems 

to fall prey to automation bias (Citron, 2007), that is, users have a tendency to assume the output 

of a system is correct simply because it is a system, rather than thinking critically about whether 

that output makes sense and leads to a proper outcome.  The Asilomar Convention principles also 

prescribe that a culture of “continuous consideration” be fostered to ensure that the members of 

an education community do not blindly trust the systems in use, but instead ensure that 

discussions required for ongoing ethical progress take place.  
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 Sixth, education institutions need to ensure that data is used only in ways that are mutually 

understood by and beneficial to both the users generating that data and the institutions 

themselves.   

 Seventh, opportunities for research are plentiful in the technologically enhanced paradigms of 

education.  Even when students may consent to research using the data they produce in these 

learning environments when agreeing to privacy policies, institutions must actively address 

whether additional notice should be given to students when research is being conducted, 

particularly when the student experience is altered substantially.   

 Eighth, research must not hinder learning to the extent that it inflicts harm on the student.  Harm 

in this case may be lost time or money, including poor decisions to be made in a future setting 

due to sub-optimal learning experiences generated for the sake of research.  

While our focus has been primarily on the role of the educational institutions themselves, 

students and government agencies also have responsibilities.  Below are a few key points regarding 

further recommendations for those entities: 

GOVERNMENT AGENCIES: 

 First, maintain vigilance in protecting student data and its uses both during that student’s 

enrollment and for historical academic data regarding that student following graduation. 

 Second, continually adapt to the changing use of data within the educational context, particularly 

data that currently falls outside of FERPA guidelines (either new data that is collected from FERPA 

regulated institutions or new educational platforms entirely).  But agencies must not hinder either 

academic research, the educational experience, or the growth of new educational platforms.  

 Third, monitor the use of data and algorithms in the process of making decisions in education, 

particularly as it relates to a student’s academic record (i.e. grades), but also in ways used to 

classify and support students across all educational platforms.  

STUDENTS: 

 Seek to have an understanding of what data is being collected and how it is being used 

(particularly for decisions on their academic progress and research).   

 Understand their rights as it relates to data collected and stored as it relates to their education.   
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 Overall, regardless of the platform, institutions must strive to use data generated in the education 

process to drive new innovations in learning while at the same time, protecting the privacy and autonomy 

of the students they educate.   
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